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QUANTUM CRYPTOGRAPHY




OUTLINE

e Quantum breaking Cryptography
e Cryptography secure against Quantum

e Using Quantum to do Cryptography



PRE-QUANTUM CRYPTOGRAPHY

e RSA
e Diffie-Hellman Key Exchange

e AES



PRE-QUANTUM CRYPTOGRAPHY

e We do not know if these schemes are secure.

e All schemes* are based on assumptions.



PRE-QUANTUM CRYPTOGRAPHY

e RSA: e Factorization
e DH KE: e Discrete Logarithm

e AES: e Block Ciphers



PRE-QUANTUM CRYPTOGRAPHY

¥ Factorization

¥ Discrete Logarithm @

¢ Block Ciphers




POST-QUANTUM
CRYPTOGRAPHY???

e Pretty confident in these.

e However, paranoia pays.




QUANTUM CRYPTOGRAPHY?




QUANTUM CRYPTOGRAPHY

e New unconditional crypto!

e New functionalities!

e “Post-classical” crypto?



UNCONDITIONAL CRYPTO
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QUANTUM FUNCTIONALITIES

e “Copy Protection”

o “Certified Deletion”

e “Quantum Money”



"POST CLASSICAL” CRYPTOGRAPHY
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TAKEAWAYS

e Quantum will not break the internet.
e |f using post-qguantum, use both.
e Exciting new world of quantum cryptography.

e Possible savior of cryptography.
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YOUR QUESTIONS?



